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* Whoam I?
* Who are you?

« Agenda
* Basics (Tip of the iceberg)
« Use cases
« Resources
No Demos

* Questions and comments welcome during break or on
twitter/email.
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http://www.youtube.com/watch?v=7YECOui8a0k
http://www.youtube.com/watch?v=7YECOui8a0k

Bluetooth Low Energy — In short

« Wireless technology standard, designed from ground up.
* Simple and easy to use model.

 Small bursts of data.

 Impressive battery life.

* Low cost.

* Works on free 2.4 Ghz band.

* [deal for sensors/ loT.
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http://www.eetimes.com/document.asp?doc_id=1269737
http://www.eetimes.com/document.asp?doc_id=1269737

Note on Naming
4.0

* Bluetooth Low Energy =
+ BLE, BTLE, LE O e 0]
* SIG Preferred ©Bluetooti «——>  Bluetooti «——> O Bluetooth
* Bluetooth Smart - D :
* Bluetooth Smart Ready i =
Wireless devices, streaming rich Devices that connect with bath, Sensor devices, sending small bits
content, ike video and audio. The center of your wireless world of data, using very little energy.
A0\
Jfokus
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BLE Roles

Master

Client

Can read/write data to
Slave/Server

Central

Can receive broadcast data

Observer
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Topology

Q Bluetooth Unit (Master)

@ Bluetooth Unit (Slave)

Piconet v4.0
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BLE Power States
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Spectrum/Adaptive Frequency Hopping

Frequency Hopping Frequency Hopping
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http://en.wikipedia.org/wiki/Hedy_Lamarr
http://en.wikipedia.org/wiki/Hedy_Lamarr

Generic Attribute Profile - GATT
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Services, characteristics, and descriptors are collectively referred to as attributes, and identified by UUIDs.
16 bits (e.g. “180A“) or 128 bits (e.g. "6BCFOED3-68E3-4804-96D5-5AB8765FB9BC “)
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http://en.wikipedia.org/wiki/Universally_unique_identifier

GATT Operations

 Central can
« discover UUIDs for all primary services.
* Find a service with a given UUID.
 Find secondary services for a given primary service.
« Discover all characteristics for a given service.
* Find characteristics matching a given UUID.
 Read all descriptors for a particular characteristic.
« Can do read, write, long read, long write values etc.

* Peripheral
* Notify or indicate central of changes.
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Security

* Encryption (128 bit AES)
* Pairing (Without key, with a shared key, out of band pairing)

* Passive eavesdropping during key exchange (but fixed in
Bluetooth 4.2)

« Many products are building their own security on top of BLE
« Check out Mike Ryan (iSec partners) work on security.

“* N
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https://lacklustre.net/

Use cases — Physical Security
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http://emtek.com/electronic-locks
http://emtek.com/electronic-locks
http://thepointsguy.com/2014/11/starwood-debuts-spg-keyless-mobile-check-in-and-keys/
http://thepointsguy.com/2014/11/starwood-debuts-spg-keyless-mobile-check-in-and-keys/

Use cases — Home automation
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http://oort.in/
http://oort.in/
https://www.indiegogo.com/projects/flic-the-wireless-smart-button
https://www.indiegogo.com/projects/flic-the-wireless-smart-button

Use cases — Geo-fencing/ positioning
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http://estimote.com/
http://estimote.com/
http://www.senionlab.se/
http://www.senionlab.se/

Use cases - Fun
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http://www.poweruptoys.com/
http://www.poweruptoys.com/
https://anki.com/en
https://anki.com/en

Development Kits/Boards
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http://www.broadcom.com/products/wiced/sense/
http://www.broadcom.com/products/wiced/sense/
http://iq.intel.com/tiny-brain-wearables-cute-button/
http://iq.intel.com/tiny-brain-wearables-cute-button/
http://www.rfduino.com/
http://www.rfduino.com/
http://plugable.com/products/usb-bt4le
http://plugable.com/products/usb-bt4le
https://punchthrough.com/bean/
https://punchthrough.com/bean/

Operating System Support

«i0S8©

« 0SX10.10©
 Android4.3,4.4,5.08

e Linux 3.4, BlueZ5.0®

» Windows Phone 8.1 (only central) ®
« Windows 8.1 (app mode) ®
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Interesting development toolsﬁ

Arduino = Blink.ino
- Analoglnput.ino i
2 Blink
3 Turns on an LED on for one second, then off for one second,
repeatedly.
h Dimmerino . 5 This example code is in the public domain.
6| %
MIDLino 7
8|7/ Pin 13 has an LED connected on most Arduino boards.
9|7/ Pin 11 has the LED on Teensy 2.0
10 | // Pin 6 has the LED on Teensy++ 2.0
17/ Pin 13 has the LED on Teensy 3.0
12 | // give it a name:
13 | int led = 13;
15 | // the setup routine runs once when you press reset:
° 16 | void setup() {
17| // initialize the digital pin as an output.
18 |  pinMode(led, OUTPUT);
19
20
21| // the loop routine runs over and over again forever:
22 | void loop() {
23| digitalWwrite(led, HIGH); // turn the LED on (HIGH is the voltage
level
24| delay(1000); 1/ wait for a second
25| digitalWrite(led, LOW);  // turn the LED off by making the voltage
L
26 | delay(1000) ; // wait for a second
Ay
+ # 2 Q

Evothings
Workbench

AU S IUEA

Arduino LED On/Off TCP

examples/arduino-led-onoff-tcp/app/index htmi

Arduino LED On/Off BLE

examples/arduino-led-onoff-ble/app/indexhtml

Arduino Scriptable

examples/arduino-scriptable-tcp/app/index ntmi

Arduino BLE

examples/arduino-ble/app/index htm!

BLE Scan

examples/ble-scan/index.himl

BLE Discovery

examples/ble-discovery/index html

BLE Tl SensorTag

examples/ble-ti-sensortag/index.html

iBeacon scan

examples/ibeacon-scan/indexhtml

Connect URL: 192.168.20.141:4042
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https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110?mt=8
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110?mt=8
http://evothings.com/
http://evothings.com/
http://www.ti.com/tool/packet-sniffer
http://www.ti.com/tool/packet-sniffer

Resources

« A compilation of resources at my Blog. I T
* Bluetooth SIG (Bluetooth Europe conference). 0

. . STOCKHOLM
* |oT Stockholm meetup (we are meeting tonight).
 Books

Getting \ \

BLUETOOTH LOW ENERGY

Started with

Bluetooth "'
Low Energy

THE DEVELOPER'S HANDBOOK

Kevin Townsend, Carles Cufi,
Akiba & Robert Davidson
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http://www.hatimonline.com/2013/11/a-list-of-links-for-bluetooth-low.html
https://www.bluetooth.org/en-us
http://www.meetup.com/IoTStockholm/
http://www.amazon.com/gp/product/1491949511/ref=pd_lpo_sbs_dp_ss_1?pf_rd_p=1944687542&pf_rd_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=013288836X&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=19GVD30V9WNBPNS4Q1WY
http://www.amazon.com/gp/product/1491949511/ref=pd_lpo_sbs_dp_ss_1?pf_rd_p=1944687542&pf_rd_s=lpo-top-stripe-1&pf_rd_t=201&pf_rd_i=013288836X&pf_rd_m=ATVPDKIKX0DER&pf_rd_r=19GVD30V9WNBPNS4Q1WY
http://www.amazon.com/Bluetooth-Low-Energy-Developers-Handbook/dp/013288836X
http://www.amazon.com/Bluetooth-Low-Energy-Developers-Handbook/dp/013288836X

Tack ©

Questions and comments welcome after this talk or on twitter/email.
We are hiring http://www.assaabloy.com/en/com/Career|

Slides will be posted on Jfokus website
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http://www.assaabloy.com/en/com/Career/

